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nitiation

— What are the strengths of

our region?

— Can we make connections

to all (4) sectors?

— Who can coordinate?
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Partnership

— Who are our (research) partners?
— Can they reach all (4) sectors?

— Do we have some interesting story?

The Return of Coppersmith’s Attack:
Practical Factorization of Widely Used RSA Moduli’

Petr Svenda
Masaryk University
svenda@fi.muni.cz

Marek Sys®
Masarvk University
sysof@fimuni.cz

Matus Nemec
Masaryk University,
Ca’ Foscari University of Venice
mnemec@mail. muni.cz

Dusan Klinec
EnigmaBridge, Masaryk University
dusan@enigmabridge.com

Vashek Matyas
Masaryk University
matyas@fi.muni.cz

COMPLETELY BROKEN —

Millions of high-security crypto keys crippled
by newly discovered flaw

Factorization weakness lets attackers impersonate key holders and decrypt their data.

DAN GOODIN - 10/16/2017, 1:00 PM

EESTI VABARIIK DIGITAALNE ISIKUTUNNISTUS

REPUBLIC OF ESTONIA DIGITAL IDENTITY CARD

i

JURVETSON
STEPHEN

02.12.2017
NO1

367030100

KEHTIV KUNI / DATE OF EXPIRY
DOKUMENDI NUMBER / DOCUMENT NUMBER
ISIKUKOOD / PERSONAL CODE

AINULT ELEKTROONILISEKS KASUTAMISEKS
ELECTRONIC USE ONLY

Enlarge / 750,000 Estonian cards that look like this use a 2048-bit RSA key that can be factored in a matter of days.
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< Excellent Cybersecurity R&l is running at 4 universities, 2 in both South Moravia, 2 in Estonia.
They are the source of knowledge and skills of CHESS.
\/ \/ \/ \ 4 \/
22,104 employess in ICT ICT sector accounts for ca. 12% of Estonian GDP.

5,6% employees in high-tech (EU avg. 4,2%)

— Contribution to EU

> 9y Cha il

g 1300+ employees in the cybersecurity sector. % CYBERNETICA

©

< Home to R&D of global ‘ 1 s
leaders in end-point security g uardtl me -

AVAST & ESET. Red Hat ICT in Estonia is vibrant, dynamic, and innovative.
Estonia generates most unicorns per capita in Europe
Largest Red Hat R&D site worldwide (World's leading (7 so far, e.g. Skype, Bolt).

provider of enterprise open source solutions).
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Ca e a Czclech national authority for cybersecurity, Estonia is a global leader in adopting e-
= NUKIB, has its HQ in Brno, South Moravia. 5: g? ? government solutions. Republic of
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Project design

— Target areas based on common

research interests (6)

— Work plan as simple as possible

(5 WPs)

— All WPs / research areas co-led

by both regions

New generation of cybersecurity]
challenges have emerged with

the ongoing advances in POSt'Quantum
iquantum computing. We need to| cryptogra phy

boost research
on post-quantum cryptography.

Human-centric
aspects (with strong involvement] Security

of social sciences and . .
Preservation in

humanities) is integrated

horizontally, through .

cybersecurity training and usable] Blockchain
security research.

Fuelled by interestin
cryptocurrencies and smart
contracts, blockchain has much
more to offer — if we cope with
challenges such as security
preservation.

Human-centric
Aspects of
CyberSecurity

Security
Challenge Areas of Certification

CHESS
Three areas focus on current

rehaotosical challonsts Verification of Internet of
hrough facilitating connection of Trustworthy Secure Th|ng5
industry & government with
Software (1oST)

recent academic advances.
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CHESS challenge areas respond to:

Intermediate opportunities Future challenges

Immediate needs



Challenge Areas

— Include people from both

N
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regions and various sectors o
Internet of Verification Post-Quantum
— Work on R&l mini-projects Secure of Trustworthy | cryptography
Things Software CA5
— Centres of all project activities CA1 CA3

_ Contribute to all WPs \

— High degree of autonomy and

flexibility
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CHESS Achievements |

— 25 R&l mini-projects initiated

— 31 fellowships supported

— CHESS results presented or trained different
sectors at 153 events training events:
workshops, conferences, brokerage events,
meetings with stakeholders..

— A range of tools and methods with direct

practical applicability

Horizon
o £

From medieval stronghold to cYber fortress: shielding
Europe’s digital future

Czech and Estonian researchers are joining forces to build a cross-border cybersecurity hub that will




CHESS Achievements I

— Contributed to policy discussions on
cybersecurity certification, organisational
cybersecurity assessment and post-quantum
transition strategies

— Built a strong community that will continue
working together

— Won 3 follow-up HEU projects to continue our

work

—
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Three follow-up projects CHESS

Successful submission of follow-up projects in highly competitive Horizon Europe
calls (within top 5%)

2 in Cluster 3 coordinated from Brno, Masaryk University (and Brno region) are
becoming a Central European cybersecurity hub

CCAT: 9 institutions, coordinated by Masaryk University (Czechia, Estonia, Italy
and Germany)

QARC: 18 partners from 12 European countries, coordinated by BUT

SECURE-NET: ERA Talents project including 11 partners, coordinated by the
University of Tartu (Czechia, Estonia, Lithuania, Netherlands and Ukraine)

CAT QARG

JOINT POST-QUANTUM INITIATIVE
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Lessons learned: Tips from our PO

— Excellence hubs are not traditional research projects but seed funding for the implementation of long-
term partnerships and strategies

— Use research component primarily to test and deepen collaboration between sectors

— Think about sustainability of the initiative from the very beginning

— Seriously integrate ‘non typical’ actors from local government and civil society, etc.

— Seek collaboration with other related European initiatives

— Strengthen local outreach

— Upskill your staff (e.g. entrepreneurial training, secondments, study visits)

— Strengthen your communication activities, be visible

— Stay flexible and adapt to new technological developments as the project evolves

MUNI
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Lessons learned: What has worked for us

— Specific focus (challenge) areas defined ahead worked wonders.

— Well-planned fellowships proved to be highly effective.

— Working with existing alliances, platforms and ecosystems significantly increased participation and
visibility.

— Event formats, content and communication channels had the greatest impact when carefully tailored to
the target audience.

— Active involvement of public authorities enhanced both the relevance and potential uptake of results.

— Knowledge sharing in research management know-how has been of great value.
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Thank you for your attention...

... and good luck with your projects!
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